Sieci Komputerowe

Grzegorz Gutowski

Uniwersytet Jagiellonski

202425

Sieci Komputerowe

Uniwersytet Jagiellonski


mailto:grzegorz.gutowski@uj.edu.pl

Bezpieczenstwo

» Poufnosé
» Integralnos¢
» Tozsamosé
>

J§ HEORETICAL
[JOMPUTER
HCIENCE

Jagielonian University

Sieci Komputerowe Uniwersytet Jagiellonski



Bezpieczenstwo

» Poufnosé
» Integralnos¢
» Tozsamosé

> ... (mozliwo$¢ zaprzeczenia)

J§ HEORETICAL
[JOMPUTER
HCIENCE

Jagielonian University

Sieci Komputerowe Uniwersytet Jagiellonski



Zagrozenia

» Podgladanie
» Modyfikacja, wstawianie, powtarzanie, usuwanie komunikatéw

» Uniemozliwianie komunikacji

J§ HEORETICAL
[JOMPUTER
HCIENCE

Jagielonian University

Sieci Komputerowe Uniwersytet Jagiellonski



Bezpieczenstwo

P uzywad niebezpiecznych komunikacji w bezpieczny sposéb
» uzywad bezpiecznych komunikacji

» uzywal bezpiecznych sieci

J§ HEORETICAL
[JOMPUTER
HCIENCE

Jagielonian University

Sieci Komputerowe Uniwersytet Jagiellonski



Narzedzia kryptograficzne
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Hasze kryptograficzne

SHA
MD4,MD5,SHA1,SHA2,. ..
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1. Executive Summary
“This document describes the MD4 message-digest algorithm [ 1]. The

slgorm akes as nput 2 message o arbvay engh and produces
as output a

ages haing he same message diged ot to procuce an

m:
encnpted with a phwis (secvel) ey under & publc key crypmsys!em

The MDA algorithm is designed to be quite fast on 32-bit machines. |
addition, the MDA algorithm does not require any large substitution
tables; the algorithm can be coded quite compactly
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RFC 1320 MD4 Message-Digest Algorithm April 1992
The MDA algorthm i eingpaced n e publccomai o eview and
possible adoption as a stand:
This document replaces the October 1990 RFC 1186 [ 2]. The main
difference is that the reference implementation of MD4 in the
appendix is more portable.
For OSI-based applications, MD4's object identifier is

md4 OBJECT IDENTIFIER
{iso() US(840) rsadsi(1:

Inthe X.509 i al, for MD4
should have lype NULL.

2. Terminology and Notation

In this document a “word" is a 32-bit quantity and a “byte” is an
iGN quanty. A sequence of bis can be nlerpreted i 2

s, where each
of e\gm s s nerpretod a8 hy\e with the high-order (most
sgnifcant biof each by sted rst.Simiary,  sequence of
bytes can be interpreted as a sequence of 32-bit words, where each
conseculve group o four bytes s nerpreted s word withtne
low-order (least significant) byte given first.

Leticfdenae s sub 7 f e subscrpt s an expression e
ound it in braces, as in x_{i+1}. Similarly, we use " for
supevscnms (exponentiaton). 40 hat i donotes x o he h
powe

etthe denote adition of words (.., modulo-2°32
adlon. Let X <<<  denotethe 32t value oianed by crculary
shifing (rotating) X left by s bit positions. Let not(X) der
itwios Complmentof %, and ot X v Y donote the bicaise OR of X
and Y. Let X xor Y denote the bit-wise XOR of X and Y, and let XY
denote the bit-wise AND of X and Y.

3. MD4 Algorithm Description
We begin by supposing that we have a b-bit message as input, and that
e wish o s message digest. Here b s an arie
nonnegative integer; b may be zero, it need not be a multple of
eight, and it may be avbmamy fage we imagine the bits of the
message writien down as foll

mom.1..m (1)
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RFC 1320 MD4 Message-Digest Algorithm April 1992
The following five steps are performed to compute the message digest
of the message.

3.1 Step 1. Append Padding Bits

The message is “padded (extended) so that ts length (i bits) is
congruent to 448, modulo 512. That is, the message is extended st
that it s just 64 bits shy of being a multple of 512 bits long.
Padding is always performed, even if the length of the message is
already congruent to 448, modulo 512.

Pading s perormed as folows: 2 snge 1 bi s appended 1 he

iessal e appended so that the length in bits of
e padaed message becomes congruent to 448, modulo 512. In all, at
least one bit and at most 512 bits are appended.

3.2 Step 2. Append Length

A 64-bit representation of b (ihe length of the message before the
padding bits were added) is appended to the result of the previous
step. In the unlikely event that b is greater than 2°64, then only

the low-0rder 64 bis of b are used. (These bis are appended as o
32-bit words and appended low-order word first in accordance wih the
previous conventions.)

At this point the resuling message (after padding with bits and with
b) has alength that is an exact multple of 512 bits. Equivalenty,
this message has a length that is an exact multiple of 16 (32-bi)
words. Let M[0 .. N-1] denote the words of the resulting message,
where N is a multiple of 16.

3.3 Step 3. Initalize MD Buffer

A four-word buffer (A,B,C,D) is used to compute the message digest.
Here each of A, B, C, D is a 32-bit register. These registers are
iniialzed to the following values in hexadecimal, low-order bytes
first):

word A: 0123 45 67
word B: 89 ab cd ef
word C: fe dc ba 98
word D: 76 54 32 10
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3.4 Step 4. Process Message in 16-Word Blocks

We first define three auliary functions that each take as input
three 32-bit words and produce as output one 32-bit word.

Fxv,2)
G

(XY
H(X.Y.2) = X xor Y xor Z

In each bit position F acts as a conditional: i X then Y else .

The function F could have been defined using + instead of v since XY
and not(X)Z will never have “1" bits in the same bit position.) In

each bit position G acts as a majority function: if at least two of

X, Y, Z are on, then G has a 1" bit in that bit position, else G has

a"0" bit. Itis interesting to note that if the bits of X, Y, and Z

are independent and unbiased, the each bit of f(X,Y Z) will be
independent and unbiased, and similarly each bit of g(X.Y.2) wil be
independent and unbiased. The function H is the bit-wise XOR or
parity” function; it has properties similar to those of F and G.

Do the following:

Process each 16-word block. */
Fori =010 N/16-1 do

1* Copy black iinto X. *
Forj=01015 do

Set X[] to {16+
end * of loop on | 1

I*Save Aas AA, B as BB, C as CC, and D as DD. ¥/
A=A

*Round 1.*1
1+ Let [abed k s] denote the operation

a=(a+F(bed)+ X[K) <<<s. "/
1* Do the following 16 operations. */
[ABCD 0 3] [DABC 1 7] [CDAB 2 11] [BCDA 319]
[ABCD 4 3] [DABC 5 7] [CDAB 6 11] [BCDA 719]
[ABCD 8 3] [DABC 9 7] [CDAB 10 11] [BCDA 1119]
[ABCD 12 3] [DABC 13 7] [CDAB 14 11] (BCDA 15 19]

*Round 2.1
1+ Let [abed k 5] denote the operation
a=(a+G(bed) + X[K] + 5AB27999) <<<s. 4
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1* Do the following 16 operations. */
[ABCD 0 3] [DABC 4 5] [CDAB 8 9] [BCDA 12 13]
[ABCD 1 3] [DABC 5 5] [CDAB 9 9] [BCDA 13 13]
[ABCD 2 3] [DABC 6 5] [CDAB 10 9] [BCDA 14 13]
[ABCD 3 3] [DABC 7 5] [CDAB 11 9] [BCDA 15 13]

*Round 3.1
1+ Let [abed k s] denote the operation

a=(a+ H(b,c.d) + X[k + GEDIEBAL) <<<'s. */
1* Do the following 16 operations. */
[ABCD 0 3] [DABC 8 9] [CDAB 4 11] [BCDA 12 15]
[ABCD 2 3] [DABC 10 9] [CDAB 6 11] [BCDA 14 15]
[ABCD 1 3] [DABC 9 9] [CDAB 5 11] [BCDA 13 15]
[ABCD 3 3] [DABC 11 9] [CDAB 7 11] [BCDA 15 15]
1+ Then perform the following additions. (That is, increment each
of the four registers by the value it had before this block
was started.) *

+AA

B=8+BB
c=c+cc
D=D+DD

end * of loop on i/
Note. The value 54.99 is a hexadecimal 32-bit constant, written with
the high-order digit first. This constant represents the square root
of 2. The octal value of this constant is 013240474631,
The value 6E. AL is a hexadecimal 32-bit constant, written with the
high-order digit first. This constant represents the square root of
3. The octal value of this constant is 015666365641,
See Knuth, The Art of Programming, Volume 2 (Seminumerical
‘Algorithms), Second Edition (1981), Addison-Wesley. Table 2, page
660,

35 Step 5. Output

The message digest produced as output s A, B, C, D. That is, we.
begin with the low-order byte of A, and end with the high-order byte
of D,

et iption of MD4. A reference in
s given in the appendix.
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4. Summary

The MD4 message-digest algorithm s simple to implement, and provides.

a"fingerprint” or message digest of a message of arbitrary length.

Hisconectred at e ificuy ofcoming up i o messages

havir n the order of 2°64

and that he ifculy of coming up with any message having & Gven
ssage dgestison th order of 27128 operatons. The MD3 aigoihm

has been carefully scrutinized for weaknesses. It s, however

relatively new algorithm and further security analysis i of course

justified, as is the case with any new proposal of this sort.
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APPENDIX A - Reference Implementation
This appendix contains the following files:

globalh - global header fle
mda.n — header fl for MD4
mddc.c - source code for MD4
mddiver.c - test drver for MD2, MD and MDS

The driver compiles for MDS by defauit but can compile for MDZ or MD4
if the symbol MD s defined on the C compiler command line as 2 or 4,

The implementain is porible nd should workon many diferent

bit word s the least significant and there are no alignme
Testitions,the call 1 Decede n MDATransorm can be vep\aced with
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Szyfrowanie symetryczne

XOR
c=modK
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Szyfrowanie symetryczne

XOR
c=modK

AES

c = shufflel(m)
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Szyfrowanie symetryczne

XOR
c=mdK

AES
c = shufflel(m)
ECB

» ¢ < enc(m;)
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Szyfrowanie symetryczne

XOR
c=modK

AES

c = shufflel(m)

CBC CTR
> v > v
> ¢ < enc(m; @ v) » ci < mj®enc(v+i)
» o« enc(my @ cp)
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Szyfrowanie symetryczne

Diffie-Hellman
» Ustalone g, p
» A B:g? (mod p)
> B A:g® (mod p)
> Wspdlny sekret to g?b
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Szyfrowanie symetryczne

Needham-Schroeder
> A (B) dzieli Kas (Kgs) z S

A— B
B— A
A— B

vVvYvyyvy

A—S:
S— A:

A7 Ba NA

encKAS(NA, KAB, B, encKBS(KAB, A))

s enci,(Kag, A)
s enck,;(NB)
. encKAB(NB — ].)

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

Sieci Komputerowe

Uniwersytet Jagiellonski



Szyfrowanie symetryczne

Needham-Schroeder (Kerberos style)
> A (B) dzieli Kas (Kgs) zS

B— A

>
>
>
|
>

Sieci Komputerowe

A— S:
S— A:
A— B:

A— B:

A, B, Na
encKAS(NA, KAB, B encKBS(KAB, A, T))
€NCkgs KAB,A T)

(
s enck,,(NB)
(

enck,;(Ng — 1)
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Szyfrowanie symetryczne

Needham-Schroeder
> A (B) dzieli Kas (Kgs) z S

A— B:
B— A:
A—S:
S—A:
A— B
B— A:
A— B:

vVvvyVvYvyypy

A,

enck,s(A, Ng)

A, B, Na,enck, (A, NB)

enci,s(Na, Kag, B,enck,.(Kag, A, NB))

L eNCxKgg KAB, A, NB)

(
encKAB(NB)
encKAB(NB— 1) @‘
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Szyfrowanie z kluczem publicznym

RSA

> (m®)?=m (mod n)

> n=p-q

> ¢(n)=(p—-1)(g-1)

> e = 65537

> e-d=1 (mod (p—1)(g—1))
» Klucz publiczny: n, e

>

Klucz prywatny: d

RSA-+AES

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

Sieci Komputerowe Uniwersytet Jagiellonski



Podpis cyfrowy

> m' = m+ deca(m)
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Podpis cyfrowy

> m' = m+ deca(m)
» m' = m+ deca(h(m))
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Autoryzacja

hastem
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Autoryzacja
hastem

kluczem
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Autoryzacja
hastem
kluczem

podpisanym kluczem
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PGP

Wiadomosé

Version: GnuPG v1
.6KSewOCEQXLBsCIyof TBQ4kBqzcDDALIK10xrOhxLKGCbPKSWPrd40xe61Kp89
nkiG4rAvDcDOBMDnhbdBanuK/Ucv1Y1CRyEqMeqnCaPa20aTvGhnIrwMIoZIKDEK
FkD1TGo1wLSU3SbOp0/xMJeHcmpVIBd1ACNn7Yw+3+dLjt17z09yDq0uHay4cvd3k
RgsL1j8400TGWM7XAOAG

=/Fus
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SSL
P negocjacja potaczenia
> wybdr algorytméw szyfrowania
» B przedstawia klucz publiczny i certyfikat
> generowanie sekretu M, A+ B: encg(M)
» klucze generowane na podstawie M : Ex, Eg, Ka, Kg
> fragmenty A — B s3 szyfrowane symetrycznie Eg i podpisywane Kp.
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Python

#!1/usr/bin/env python3
import socket
import ssl

hostname = 'satori.tcs.uj.edu.pl’
context = ssl.create_default_context()

with socket.create_connection((hostname, 443)) as sock:
with context4wrap_socket(sock, server_hostname=hostname) as ssock:

print (ssock.cipher())

print (ssock.getpeercert())

ssock.sendall(b'\r\n'.join([ bytes(line, 'utf-8') for lime in [
f'GET / HTTP/1.1',
f'Host: {hostnamel}',
f'Connection: close',
£,
£,

11

response=b'"'

while True:
buf = ssock.recv()

print (buf)

response += buf E gﬁﬂ'}fﬂ%\k

i —= P

if buf == b JCIENCE
break Jagielonian University

print(response)
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Python

#1/usr/bin/env python3
import socket

import ssl

import traceback

context = ssl.SSLContext(ssl.PROTOCOL_TLS_SERVER)
context.load_cert_chain('server.crt', 'server.key')

with socket.socket(socket.AF_INET, socket.SOCK_STREAM, 0) as sock:

sock.bind(('127.0.0.1', 8443))
sock.listen(5)
with context.wrap_socket(sock, server_side=True) as ssock:
while True:
try:
sconn, addr = ssock.accept()
print (sconn.cipher())
except ssl.SSLError:
traceback.print_exc()
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Bezpieczne sieci

[Psec
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Bezpieczne sieci
IPsec

VPN

)
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IPSec

» Szyfrujmy caty ruch IP
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https://tools.ietf.org/html/rfc4025

IPSec

» Szyfrujmy caty ruch IP
» Wymiana kluczy (Security Associations)
» pre-shared
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IPSec

» Szyfrujmy caty ruch IP

» Wymiana kluczy (Security Associations)
» pre-shared
» |IKE : wersje Needham-Schroeder
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IPSec

» Szyfrujmy caty ruch IP
» Wymiana kluczy (Security Associations)

» pre-shared
» |IKE : wersje Needham-Schroeder
> IKE : IPSECKEY w DNS (RFC 4025)
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IPSec

» Szyfrujmy caty ruch IP
» Wymiana kluczy (Security Associations)

» pre-shared
» |IKE : wersje Needham-Schroeder
> IKE : IPSECKEY w DNS (RFC 4025)

» Transmisje

» Authentication Header
» Encapsulating Security Payload
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IPSec

» Szyfrujmy caty ruch IP
» Wymiana kluczy (Security Associations)
» pre-shared
» |IKE : wersje Needham-Schroeder
> IKE : IPSECKEY w DNS (RFC 4025)
» Transmisje

» Authentication Header
» Encapsulating Security Payload

v

Tunele

v

Czy DNS jest bezpieczny?

v

Komu za Ufac? HEORETICAL
[doiipuTER
§CIENCE
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IPSec

vwvyy

v

Szyfrujmy caty ruch IP
Wymiana kluczy (Security Associations)
» pre-shared
» |IKE : wersje Needham-Schroeder
> IKE : IPSECKEY w DNS (RFC 4025)
Transmisje

» Authentication Header
» Encapsulating Security Payload
Tunele
Czy DNS jest bezpieczny?
Komu zaufaé? fe

HCIENCE

lle to wszystko kosztuje? e
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Gdzie to wszystko jest zaimplementowane?

J§ HEORETICAL
[JOMPUTER
CIiENCE

Sieci Komputerowe Uniwersytet Jagiellonski



